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Security Matrix

Secure User Sign in

Our Security Matrix allows you to authorize a user by company, customer and salesman or territory.  You
can authorize a user to see one company, all companies or select the company data.  One Customer, all
customers or select the customers they are allowed to see.  Limit the user to one territory or salesman,
selected or all.  Access to the various inquiries is controlled based on your user group.

Administration Menu

Security  allows  you  to  setup  users,  create  security profiles  and  control  which  screens,  companies,
customers and territories individual users are allowed to access.
Only an Administration user can access the Security setups.
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Set Up Users 

When you set up a user there are four screens.  The first screen is where you create the user, enter their user
information and setup their system id and password.  

The Security Profile you select controls which screens the have access to.  You create security profiles
from the Admin menus.

Setup User Cont. 

The second page of the user profile is where you select which companies a user has access to.  You can
select All, select specific companies they are allowed to access or select which companies  they are NOT
allowed to access.  Normally you would default to ALL.
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Setup User Cont. 

The third page of the user profile is where you select which customers/prospects a user has access to.  You
can select All, select specific customers they are allowed to access or select which customers  they are NOT
allowed to access.  Normally you select All and allow the territory condition to control what users have
access to.

Setup User Cont. 

The fourth page of the user profile is where you select which territories/salesmen a user has access to.  You
can select All, select specific territories they are allowed to access or select which territories  they are NOT
allowed to access.  A fifth page has been added for CSR/Installer.  In the Infoportal_Salesportal this is used
for Status Id of the prospect.
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Create Security Profiles 

When you create a security profile, you assign it a name and a description.    Then use the check boxes to
select which screens they are allowed to access.  Buttons at the bottom of the screen allow you to Select or
Deselect all.
The profiles you create will be available when you create a user.
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Security Profile Setup:

InfoPortal_SecuritySetup.doc Page 6 www.randrinc.com



Select the menu that are enabled for this security profile.
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